Abstract-An Automated Driving System (ADS) is subject to hazardous weather conditions and to failures, both of which can result in a partial or total loss of its ability to monitor the driving environment. Yet until high driving automation and full driving automation is achieved, a human driver is expected to respond appropriately to any malfunction or adverse onroad conditions preventing the ADS from reliably sustaining the dynamic driving task performance. However, automation causes drowsiness and hypo-vigilance, which can compromise a human driver's ability to respond to ADS-issued requests. Hence the necessity of defining dynamic driving task fallback strategies that can be performed by the ADS, if and when necessary.
I. INTRODUCTION
The perception module provides an Automated Driving System (ADS) with the ability to monitor the driving environment through the accomplishment of real-time roadway environmental object and event detection, recognition, classification, and response preparation, as needed to operate a vehicle. In the event of a failure that renders it inoperable, a level 3 ADS issues a timely request to intervene and disengages soon after, while a level 4 or 5 ADS must make do with its localisation module and communication capabilities to perform the dynamic driving task (DDT) fallback if a human driver does not respond appropriately to such a request. The ADS is said to experience a DDT performancerelevant system failure and is expected to achieve a minimal risk condition in order to reduce the risk of a crash, as the trip cannot and should not be completed. At the onset of adverse weather conditions whose impact on the capabilities of the system is deemed significant, the ADS is also expected to perform the DDT-fallback to achieve a minimal risk condition.
Conditional driving automation assumes a DDT fallbackready user is able to operate the vehicle and is receptive to ADS-issued requests to intervene. However, while a driving automation system can significantly reduce a human driver's workload [1] , automation can also cause drowsiness and hypo-vigilance [2] . Research was conducted to determine when the user's attention should be directed back to the driving task [3] . Yet the take-over process remains complex and needs to be studied further [4] . Moreover, some drivers are unaware of the capabilities and limitations of driving automation systems. Adaptive cruise control (ACC) is but one system that is being misused in the case of partial driving automation, for users expect it to perform effectively in situations when it actually cannot [5] . The safety benefits of lower levels of driving automation are compromised if a human driver does not supervise the system correctly. Thus, it can be argued that the value of a level 3 ADS is contentious and that the DDT-fallback ultimately constitutes a burden for the driver with whom all responsibility lies.
For the most part, a fallback strategy entails bringing the vehicle to a stop within its current travel path automatically, but it can also pertain to a more extensive manoeuvre designed to remove the vehicle from an active lane of traffic. In some cases however, the vehicle should not be brought to a stop. For example, stopping the vehicle in a tunnel or on a motorway that does not feature a hard shoulder is dangerous and should be avoided if possible. Automatic braking and swerving was investigated for collision avoidance systems with the rationale that evasive manoeuvres can be applied later than braking manoeuvres [6] . However, the approach relies on a functional radar sensor system to determine intervehicle distance values. The fallback strategy proposed here is aimed at level 4 ADS features, designed to operate a vehicle on a road whose characteristics make any attempt at stopping the vehicle hazardous. This implies that the approach also applies to level 5 ADS-operated vehicles and to ADS-dedicated vehicles, for SAE levels indicate minimum rather than maximum ADS capabilities.
The remainder of the paper is organised as follows. Section II presents the rationale behind the current study. Section III highlights potential solutions to the problem at hand and presents the proposed fallback strategy. Section IV concludes this work. This paper complies with the taxonomy and definitions for terms related to driving automation systems for on-road motor vehicles, as defined by SAE International [7] . 
II. PROBLEM STATEMENT
The objective of this section is to evaluate the behaviour of an Automated Driving System experiencing a severe DDT performance-relevant system failure affecting its perception module, when the system is devoid of a proper fallback strategy.
A. Scenario

1) Road network:
A dual carriageway with two lanes in each direction was created within the driving simulation software SCANeR studio to model a 2 km long road section, known as the Dampierre Road (D91). This busy road connects the city of Versailles to the activity Centre of Guyancourt in France ( fig. 1 ). The Dampierre Road crosses the state forest of Versailles. Trees on both sides of the road impair visibility. The region is also subject to heavy rain and fog.
The modelled road consists of three sections. The speed limit of the middle section, which features two sharp turns, is set to 50 km.h −1 . The speed limit is set to 70 km.h
for the other two. Lanes in opposite directions have different elevations in the middle section.
2) Vehicles and Traffic: Buses take the Dampierre Road. They sometimes encroach on both lanes when they exceed the speed limit. Bicycles are also to be expected, for the road features a cycle lane in both directions. The road takes under two minutes to travel when traffic is flowing smoothly.
The proposed scenario consists of four vehicles initially positioned in the right lane. Their characteristics are detailed in Table I . The ADS-equipped vehicle (ADS-EV) is initially in second position. In the simulation software, a simple bicycle model is used to model vehicle dynamics. All vehicles comply with road traffic regulations. 3) Failure: The Automated Driving System is assumed to lose its ability to monitor the driving environment as a result of the DDT performance-relevant system failure affecting its perception module. This implies that the ADS cannot accomplish real-time roadway environmental object and event detection. Despite being unable to function optimally, the ADS remains capable of following the right lane during failures, thanks to its localisation module.
Both the Guyancourt-Versailles and the VersaillesGuyancourt trips were performed as part of the simulation scenario. The perception module of the Automated Driving System was subject to the DDT performance-relevant system failure on three occasions during each trip. These failures lasted throughout the areas that are represented in figure 1 . Road geometry, visibility and speed limits were taken into consideration to define these zones. Their characteristics are given in Table II . The duration of each failure corresponds to the time it takes to travel the zone at the maximum speed limit. It includes the reaction time of the ADS.
4) Experiment:
Separate experiments were conducted for each trip:
• For the Guyancourt-Versailles trip (scenario S 1 ), the speed profile of vehicle A was set according to the graph displayed in figure 2. Real trips were performed on the Dampierre Road in order to define a typical speed profile for vehicle A, when traffic is light.
• For the Versailles-Guyancourt trip (scenario S 2 ), vehicle A was positioned in front of the ADS-equipped vehicle with a given speed v i (ranging from 0 to 50 km.h −1 ), at a distance of 20 m, whenever the ADS recovered from a failure.
In both cases, data pertaining to the dynamics of all four vehicles was recorded and the behaviour of the ADS was evaluated. Time (s) (at recovery) in scenario S 2 of failure B 1 led vehicle D to overtake vehicles C and B while vehicle A was accelerating once again. The subsequent emergency break helped to avoid the collision between vehicle B and vehicle D but the sudden speed variation created yet another hazardous situation with vehicle C, which was forced to brake as well. Figure 5 provides the intervehicle distances separating the ADS-equipped vehicle from the other vehicles in this scenario.
B. Analysis
The absence of a DDT fallback can lead to highly hazardous situations, including rear-end collisions at full speed and multi-vehicle crashes with severe consequences. It is necessary for the system to adapt gracefully to the failure in order to avoid hazardous recoveries. In order to design a level 4 ADS-equipped vehicle that can operate on the Dampierre Road, a proper fallback strategy must be defined in the event of such a failure.
III. THE PROPOSED FALLBACK STRATEGY
A fallback strategy usually entails automatically bringing the vehicle to a stop within its current travel path, but can also pertain to a more extensive manoeuvre designed to remove the vehicle from an active lane of traffic. However, the road under consideration does not feature a hard shoulder. An emergency stop would be highly hazardous given the road geometry, the road logic, the variety of travellers and limited visibility. In the following, any attempt to stop on the road is considered hazardous and is therefore prohibited.
A. Assumptions
This section highlights the assumptions that are made in the proposed approach.
1) Perception module:
It is assumed that the Automated Driving System's ability to monitor the driving environment has been compromised. Such a condition is attributable to failures and to hazardous weather conditions. Different types of sensors typically react to the same environmental condition in diverse ways. While common practices addressing hardware failures tend to over-provision resources, an Automated Driving System targeted towards large-scale costsensitive markets is more likely to feature a variety of sensor modalities.
A fallback strategy is needed in case such attempts at improving system dependability prove insufficient. To this end, a framework that gives the automated system the means to acknowledge its inability to monitor the driving environment is required. The purpose of this study is not to evaluate the validity of the request to intervene by the automated system. Therefore, it neither issues false alarms nor categorises critical situations as uncritical. In the following, the perception module is considered unreliable and cannot be used to elaborate a fallback strategy.
2) Human driver: Nowadays, most Automated Driving Systems rely on a DDT fallback-ready user to achieve a minimal risk condition. However, a human driver may not respond to a request to intervene appropriately and in good time, which is why a fallback strategy is to be defined regardless of the presence of a human driver and his ability to intervene. The dynamic driving task fallback must also be defined for ADS-dedicated vehicles (designed to be operated exclusively by a level 4 or level 5 ADS for all trips).
3) Communication: The sharing of information between vehicles or with the infrastructure allows the ADS to perceive its environment beyond the limits of the on-board sensors of its perception module. This can be useful if the position and speed of other vehicles can be obtained with a good precision and in good time. However, communication poses security threats, confidentiality issues and is subject to delays in response time. In the following, communication is not used to elaborate a fallback strategy.
4) Localisation module:
The localisation module is a driving automation system whose purpose is to determine the position of the vehicle with respect to an embedded map. The map contains relevant information about the road typography (number of lanes, intersections, etc). In the following, both the map and the localisation module of the ADS are assumed to be perfect. The ADS-operated vehicle can therefore position itself correctly in the right lane, regardless of any failure affecting the perception module.
In practice however, sensors can be shared between the perception module and the localisation module. For example, cameras are used by the perception module to detect pedestrians and by the localisation module to detect lane markings. As a result, both failures and hazardous weather conditions affecting the cameras can prevent the localisation module from functioning optimally.
The conflicting hypotheses of an unreliable perception module and of perfect vehicle localisation can be rephrased as follows. The combination of hazardous weather conditions and failures affecting the Automated Driving System are severe enough that the perception module cannot monitor the driving environment reliably. Yet they are not severe to the point the ADS can no longer reach the end of the road under consideration by following the right lane. It is assumed here that the Automated Driving System takes advantage of the multi-modality that its localisation module provides.
5) Miscellaneous:
Vehicles drive on the right side of the road. When the failure occurs, the ADS-operated vehicle is either positioned on the right lane or is assumed to have the ability to immediately change lane to position itself there.
The visibility range of other vehicles is determined by the curvature and elevation of the road. The chosen road adhesion parameters match those of a dry road in the simulation software. Finally, we assume that the ADS is able to make use of the full range of vehicle dynamics.
B. Active safety systems
An active safety system senses and monitors conditions inside and outside of the vehicle in order to identify potential dangers to the vehicle, occupants, and/or other road users [7] . In the following, the existence of an active safety system that can detect the loss of the perception capabilities of the vehicle is assumed. This loss can be the result of a failure of the perception module as a whole, as well as the failure of key sensors or the presence of major inconsistencies in the generated world model.
The rationale behind the proposed fallback strategy rests on the following remarks:
• Since the vehicle is prohibited from stopping on the considered road, as it is highly hazardous, the goal of the ADS is to reach the end of the road while mitigating collisions or avoiding them.
• Since the ADS has lost its ability to monitor the driving environment, the ADS-operated vehicle is to be constrained to the right lane to avoid complex and hazardous situations. Moreover, the localisation module is assumed to be perfect, so the ADS can easily follow the lane. The vehicle must be slow enough so that rear-end collisions with vehicles in front are avoided or mitigated. It must also be fast enough so that other vehicles are not startled by its behaviour when it appears in their field of view. 
C. Speed profile meeting a TTC-criterion
The speed profile that is to be adopted by the ADSoperated vehicle during failures depends on a time to collision criterion. The general idea is to drive as slowly as possible while giving following vehicles the time to slow down or attempt evasive manoeuvres such as overtaking. Figure 6 shows, for each position x 1 of the ADS-equipped vehicle, the maximum distance D v max (x 1 ) at which it can be seen, by vehicles driving behind it. In order to mitigate the severity of collisions with leading and following vehicles, the minimum and maximum speed limits V min and V max are set to 20 km.h −1 and 35 km.h −1 respectively for the Automated Driving System, on all three sections of the road. V max influences the severity and likelihood of a rear-end collision with a vehicle in front of the ADS-operated vehicle, while V min mostly influences the time it takes to reach the end of the road. These parameters must be chosen according to the type of road and the maximum speed limit.
Time to collision (TTC) is defined as the time required for two vehicles to collide if they continue at their present speed and on the same path [8] :
where ΔL is the distance between both vehicles, x 1 and x 2 are the lane abscissas of the vehicles, v 1 is the speed of the leading vehicle and v 2 is the speed of the following vehicle. The value of TTC is usually used in the decision making process that leads to the activation of driver assistance systems for driving automation systems. Studies have shown that it is a fitting measure of the severity of conflicts on the road. This metric was successfully used for collision risk prediction using a grid-based approach [9] and for situation identification [10] in the context of autonomous driving. The lowest value of TTC during a situation involving two vehicles on a collision course is denoted TTC min and indicates the severity of the encounter. The lower the value of TTC min , the higher the risk of a collision. Situations are considered critical when the minimum TTC is less than 1.5 s. TTC min appears to be independent of approach speed [8] .
The value of TTC at the onset of braking, denoted TTC brake , represents the available manoeuvring space when the evasive action starts. In the following, the reaction time of other drivers is set to 1.5 s and TTC brake is set to 2. The minimum speed that the ADS-operated vehicle needs to achieve a TTC-criterion of 3, 4 and 5 s, is represented in figure 7 along with the speed profile that verifies the minimal risk condition. As expected, a higher TTC-criterion implies a higher minimum speed must be achieved. As shown in figure 8 , the 4 second TTC criterion can be met without the vehicle exceeding 29.4 km.h −1 . The chosen speed profile v failure ADS ensures:
• The ADS-operated vehicle leaves the road in under 6 minutes.
• The mitigation of rear-end collisions with vehicles in front of the ADS-operated vehicle, as its speed never exceeds 30 km.h −1 .
• The avoidance of severe rear-end collisions with vehicles following the ADS-operated vehicle, as the TTCcriterion of 4 seconds is met for the whole duration of the trip.
Simulations show that both the collision in scenario S 1 and the hazardous situation in scenario S 2 are avoided when the ADS performs the DDT-fallback by enforcing the proposed speed profile during failures. However, the ADS-operated vehicle shows sudden speed variations that lead to close calls such as the one presented in scenario S 2 in other situations, since the ADS toggles the DDT-fallback as soon as the failure is detected. This occurs almost exclusively when simulating intermittent faults.
D. Transition stage and ghost method
The transition stage, during which the fallback strategy is activated, must be given proper consideration in order to tackle the remaining number of close calls. This is especially challenging as the nature and duration of the failure usually cannot be determined. If the fault is intermittent, applying the proposed speed profile as soon as a failure is detected leads to a succession of sudden speed variations as the vehicle switches between its normal operating mode and the speed profile underlying the fallback strategy.
The last generated world model prior to the failure of the perception module can be used to finely-shade the transition stage. Missing obstacles can be replaced in the world model with ghosts of the vehicles that were last perceived ( fig. 9 ). Such an approach is only valid for a short period of time, as each vehicle on the road continually adapts its behaviour to new events that cannot be predicted. In the following, it is assumed valid for a time duration of 1 s. When the failure occurs, the ADS adjusts the speed of the vehicle to maintain a safe distance from the ghost of the vehicle that is directly ahead. The initial speed of the ghost vehicle is reduced by 20 km.h −1 compared to the real vehicle and its acceleration is reduced by 2 m.s −2 . This forces the ADS to initiate a preventive braking procedure and enables the vehicle to smoothly transition to the TTC compliant speed profile. After 1 s, the ADS terminates the ghost ACC-procedure and enforces the proposed speed profile v failure ADS . This approach provides a smoother speed profile and removes the sudden speed variations for failures that last less than 3 seconds entirely, as well as intermittent faults of that length.
The setup proposed for scenario S 1 was used to elaborate 10 situations featuring a close call and 20 situations featuring rear-end collisions for the Guyancourt-Versailles trip, by modifying the speed profile and behaviour of vehicles A and C. These situations were submitted to an ADS that achieves the minimal risk condition as defined previously, with and without the transition stage adaptation. Results are given in table III. As expected, the 4 s TTC criterion enables the avoidance of collisions with vehicles behind the ADSoperated vehicle, while the addition of the ghost method mitigates the number of close calls. Depending on the traffic conditions and the areas where the failures occur, some collisions with vehicles in front of the ADS-operated vehicle cannot be avoided. For each of the four recorded collisions, the speed difference between the ADS-operated vehicle and vehicle A was below 15 km.h −1 . IV. CONCLUSION A fallback strategy was proposed for an Automated Driving System whose ability to monitor the driving environment had been compromised. It was assumed that bringing the vehicle to a stop was hazardous. The approach favours rearend collisions at low speed with vehicles in front of the ADS-operated vehicle against risking more serious hazards by bringing the vehicle to a stop. It enables the vehicle to reach a road where it can safely stop, as the ADS keeps the vehicle on the move. However, this can be a matter of discussion as it raises the question of responsibility and ethical decision making [11] .
The approach relies on the detection of hazardous weather conditions and failures by an active safety system. It can be adapted to a variety of operational design domains, as long as the backwards visibility mappings are included in the embedded map. In practice, sensors are shared between the perception module and the localisation module. This can prevent the approach from being used as is by some Automated Driving Systems, unless the vehicle can be positioned precisely in its lane. Taking advantage of multi-modality is recommended as it can enable an ADS to reliably determine its position for a longer period of time.
The ADS was supposed devoid of communication capabilities as they are prone to security threats and confidentiality issues. However, communicating with the infrastructure and with other vehicles can be useful to obtain information about their position, their speed and the state of traffic. The hypothesis of a truly autonomous vehicle was favoured here. To further reduce the risk of collisions with vehicles in front of the ADS-equipped vehicle, special hazard flashers can be activated in case of such failures. Vehicles in front of the ADS-equipped vehicle are expected to yield when detecting such signals, while human drivers tailgating the ADS-operated vehicle are expected to slow down.
Future work includes a classification of road sections and a framework in which different fallback strategies for an ADS with given capabilities are associated to each road section.
